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Abstract: In this paper, we propose a novel data hiding algorithm for high dynamic range (HDR) images 

encoded by the OpenEXR file format. The proposed algorithm exploits each of three 10-bit mantissa fields as an 

embedding unit in order to conceal k bits of a secret message using an optimal base which produces the least 

pixel variation. An aggressive bit encoding and decomposition scheme is recommended, which offers a high 

probability to convey (k+1) bits without increasing pixel variation caused by message concealment. In addition, 

we present a bit inversion embedding strategy to further increase the capacities.The generated stego HDR 

images and their tone-mapped low dynamic range (LDR) images reveal no perceptual differences when 

subjected to quantitative testing by Visual Difference Predictor.  

Keywords: high dynamic range images, data hiding, OpenEXR, adaptive, optimal base, Visual Difference 

Predictor 

 

I. Introduction 

A hiding, also known as data embedding, is a method of using digital media to conceal critical 

messages [1]. In general, the object in which secret messages are intended to be embedded is referred to as the 

cover medium, and the object in which the messages are concealed is called the stego medium. An image data 

hiding technique is usually evaluated in terms of the embedding capacity, also known as the payload, and the 

quality of the stego image communication. In recent years, interest in high dynamic range (HDR) images has 

increased dramatically [2] .The dynamic range of a scene is the contrast ratio between its brightest and darkest 

parts. allowing a far greater dynamic range of exposures than normal digital image techniques has been 

investigated herein. The first is the RGBE format [5], which adopts 32 bits per pixel to represent both luminance 

and chromatic information. The second is the uncompressed LogLuv TIFF format [6], which uses 48 bits for 

one pixel. The third is the OpenEXR format [7], which also employs 48 bits for a pixel to represent a dynamic 

range of luminance and chromatic information. Over the past few years, the OpenEXR format, developed by 

Industrial Light & Magic (ILM), has become an industry standard for HDR image formats due to its flexible and 

expandable structure. This format is considered the de facto standard in the movie industry [2] [8].The current 

state-of-the-art HDR watermarking works can be referred to in recent papers [11] [12]. Along with the wide 

availability of the distribution channels for providing applications such as video-on-demand and multimedia 

social networks, digital watermarking techniques aimed at preventing copyright violations for distribution 

channels have become more important than ever [19].  Unfortunately, research in HDR data hiding has not kept 

pace with advances made in HDR images, despite the fact that they provide great potential to become the 

leading image standard. To the best of the authors’ knowledge, research into data hiding algorithms for HDR 

images has been very limited. These algorithms fall within two basic categories. The first type is intended to 

yield high capacity data hiding [13] [14]. This paper presents a novel data hiding algorithm using optimal base, 

abbreviated as DHOB, which employs an optimal base to conceal a serial secret bit stream with least distortion 

in a high dynamic range image encoded by 48-bit OpenEXR file format. This type of HDR image consists of 

three 16-bit floating-point values in the red, green and blue channels, all of them being “half” data types with 1-

bit sign, 5-bit exponent and 10-bit mantissa field.  

The proposed algorithm takes advantage of 10-bit mantissa fields to convey secret messages, while 

leaving intact the sign and exponent fields. When applicable, this scheme flips the secret bits before embedding, 

enabling the proposed aggressive bit encoding and decomposition scheme to carry extra payload for providing 

even higher embedding capacity. Considering a variety of luminance levels in an HDR image, we propose an 

adaptive data hiding scheme using optimal base, abbreviated as ADHOB, which supports luminance-aware 

message embedding, where more secret messages are carried on pixels with low luminance, and vice versa. This 

scheme exploits the feature of the human visual system since human beings are less sensitive to luminance 

variation when a pixel has low luminance.  The experimental results using two image databases containing 30 

OpenEXR images show that the proposed algorithm is flexible enough to offer high embedding capacity. The 
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tone-mapped stego image shows a high image quality. The HDR visual difference predictor (HDR-VDP-2) test 

reveals a small probability of detection that the difference between the cover and the stego image is visible for 

an average observer. Our algorithm and its adaptive extension are not detectable under the LDR and HDR RS 

steganalytic attacks [19]. They can resist attacks from the LDR or HDR SPAM steganalyzers [20]. An intensive 

comparison shows that the proposed algorithm provides better performance than the current state-of-the-art 

competitors [13] .  The major contribution of this work is in presenting the first data hiding algorithm in HDR 

images encoded by the OpenEXR format capable of providing a variety of capacities and producing high quality 

stego images feasible for real applications. 

 

  
A. An Overview of the OpenEXR Encoding 

Format OpenEXR format or the Extended Range format recognized by the file name extension .exr is 

an open-source HDR image format developed by Industrial Light & Magic [2] [3] [4] [7] [8]. Starting in 1999, 

the format was developed for digital visual effects production, and the extended range format (.exr) was released 

as an open source C++ library in 2003.  The bit breakdown for the OpenEXR half pixel encoding is shown in 

Fig. 1.  

Their method provides an average embedding rate of 0.1355 bpp. Chang et al. [17] introduced a new 

distortion-free data embedding scheme for HDR images. They proposed a new homogeneity index table for 

homogeneity values of N=3, 5, 6, 7, which efficiently exploits all homogeneous representations of each pixel. 

Their scheme offers an average embedding rate of 0.1445 bpp.  A survey of the literature indicates that there are 

three drawbacks in the current data hiding algorithm for HDR images. 

 

Table I: The Abbreviations 
Abbreviations Description 

ABCD 

 

ADHOB 

BIE 

DHOB 

 

EMSE 

HDR 

HDR-VDP-2 

IW-SSIM 

 

LDR 

 

OB 

PPCC 

 

PSNR 

Q(H) 

L((H) 

SSRC 

SSIM 

VSI 

Aggressive bit encoding and 

decomposition scheme  Adaptive data 

hiding algorithm using optimal base  

 Bit inversion embedding technique 

Data hiding algorithm using optimal base   

Expected mean squared error High 

dynamic range  

HDR visual difference predictor  

Information content weighted structural 

similarity measure 

 Low dynamic range NMSE Normalized 

mean squared error  

Optimal base  

 Pearson’s product-moment correlation 

coefficient  

PSNR Peak signal-to-noise ratio  

HDR image quality value  

 LDR image quality value 

 Spearman’s rank correlation coefficient  

Structural similarity index   

 Visual saliency-based index 

This paper presents a novel data hiding algorithm for HDR images which is detailed in the next section.  

 

II. Proposed Algorithm 
This section describes the proposed DHOB algorithm. The scheme aims to conceal an extra bit for 

secret messages represented by a serial bit stream. This scheme decomposes the encoded decimal value into n 

message digits. We present an analysis of our algorithm in the final section.   A. An Overview of the DHOB 
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Algorithm  The flow chart of the message embedding in the proposed DHOB algorithm is shown in Fig. 2, 

which consists of three 

 

 
 

processes. Given a pixel group of n pixels and the desired embedding bits k, the first process determines an 

optimal base (OB) which provides minimal pixel distortion for message concealment. The second process 

adopts the aggressive bit encoding and decomposition (ABED) scheme to produce n secret digits. The third 

process embeds these n secret digits into a pixel group of n pixels producing a stego HDR image. An aggressive 

bit encoding and decomposition scheme (ABED) is proposed, which offers a 

 

 
TABLE II  

In this paper we use massage extraction for getting exact data whichever are hidden below given Formula to 

solve condition.  

 

 
 

 
The message extraction procedure operates in reverse. Note that since the exponent field is not altered 

during the message embedding, the exponent sorting and pixel classification produces the same {L1}, {L2} and 

{L3} in comparison to those conducted in the message embedding process 

Colors seem to be more faithful when employing the TMO iCAM06.The experimental results are 

shown in Table III. This image show that the comparison between AHOB and DHOB algorithm which is 

provide information about hidden data acknowledgement process. with the OpenEXR pixel encoding format, no 

suspicion is raised when checking the legality of the he HDR encoding format. Nevertheless, concealing secret 

messages in the mantissa field is similar to adopting the least significant bit substitution approach in the LDR 
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image. TableIII shows the results of the HDR RS steganalysis. The statistics reveal more or less the similar 

range of values for RM, R-M, SM and S-M. In addition, there is a small absolute difference for DIR and DIS in 

three channels using either DHOB or ADHOB algorithms. 

 

 
 

The experimental results are shown in Table III 

 

TABLE III 

Consequently, the stego images generated by our ADHOB algorithms are also undetectable by the 

SPAM steganalyzer is unable to directly detect stego HDR images produced by the ADHOB algorithm. The 

steganalytic statistics indicate that our proposed DHOB and ADHOB algorithms are secure against the LDR RS, 

HDR RS, LDR SPAM and HDR SPAM steganalysis. 

The comparison shows that our algorithms demonstrate the most effective data hiding method.  With 

regard to the image quality, our scheme produces the highest PSNR, lowest normalized mean squared error 

(NMSE) and largest range of PPCC and SRCC, which is close to 1.0. The experiment shows that the message 

embedding or extraction occupies one-tenth of the execution time, while most of the time is spent in processing 

the input/out and constructing the dynamic data structures for message concealment. Not surprisingly, it takes a 

longer time for our algorithm to conceal and extract secret messages when using a larger image resolution for 

testing. The comparison shows that our algorithm provides the best performance, outperforming the current 

state-of-the-art methods.   
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Fig.7. The VDP-2 comparison for results produced by our algorithm, Wang and Cheng’s, and Li et al.’s works 

 

Fig. 7 shows the HDR-VDP-2 comparison results for Wang and Cheng’s algorithm, Li et al.’s method 

and our DHOB algorithm. Detailed statistics and images with a larger resolution are shown in the supplemental 

material F. Our algorithm reveals the ratio of pixels r=5.04% for the probability of detection p>0.75, where 

pixels shown with red represent the probability of detection map p>0.75. A small r for p>0.75 indicates low 

visual image differences between the cover and stego images. In contrast, the best result is r=23.16% for Wang 

and Cheng’s algorithm and r=87.08% for Li et al.’s method, both under the condition for p>0.75. In addition, 

our algorithm produces a high Q(L) value over 63.01. The comparison shows that our algorithm outperforms the 

current state-of-the-art methods.   

 

III. Conclusions And Future Work 

This paper presents a novel data hiding algorithm for HDR images encoded by the OpenEXR format. 

The proposed algorithm conceals secret messages in the 10-bit mantissa field in each pixel, while the 1-bit sign 

and 5-bit exponent fields are kept intact. We recommend an optimal base allowing secret messages to be 

concealed with the least pixel distortion. An aggressive bit encoding and decomposition scheme is introduced 

herein, which offers the benefit for concealing an extra bit in a pixel group without incurring pixel distortion. 

The influence of the message probability is analyzed, and the embedding capacity is further increased by taking 

advantage of the recommended bit inversion embedding scheme.  The analysis indicates that the proposed 

algorithm can resist attacks from the LDR and HDR RS steganalyzer and the LDR and HDR SPAM 

steganalysis.  The contribution of this work is in presenting the first data hiding algorithm for OpenEXR HDR 

images. The proposed algorithm provides a high embedding capacity, which makes use of an aggressive bit 

encoding and decomposition scheme, as well as the bit inversion technique. Our scheme produces a stego image 

with high quality, taking advantage of the optimal bases to produce the least pixel distortion  

 

Appendix A 

We prove in this section that (3) represents the expected mean squared error for an optimal base b. 

Without loss of generality, let M represent the mantissa part of a pixel and r=M mod b = 0. Referring to (12), 

when b is an even integer (b≥2), we can conceal secret digits v=0, 1, …, 𝑏/2, (𝑏/2)+1…, b-1 and produce the 

stego mantissa 𝑀′=M, M+1, …, M+𝑏/2, M-(𝑏/2−1), .., M-1. Thus, we can derive 𝐸𝑀𝑆𝐸(𝑏) in (A-1). When 

1≤r≤(b-1), we produce the same result because of the commutative law of addition  
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𝐸𝑀𝑆𝐸(𝑏) = 

{02+12+⋯+(𝑏2)2+[−(𝑏 2−1)] 2+⋯+(−1)2} 

 

                                       b 

 

 =      𝑏2+2 

            12                                                       (A-1) 

We now consider the case when b is an odd integer (b≥1). Referring to (12), we can conceal secret digits 

v=0, 1, …, (b-1)/2, (b-1)/2+1, …, b-1 and produce the stego mantissa 𝑀′=M, M+1, …, M+(b-1)/2, M-(b-1)/2, 

…, M-1. We can derive 𝐸𝑀𝑆𝐸(𝑏) in (A-2). When 1≤r≤(b-1), we produce the same result.   

 

𝐸𝑀𝑆𝐸(𝑏) =   {02+12+⋯+[𝑏−1 2 ] 2+[−(𝑏−1 2 )]2 

+⋯+(−1)2} 

                                            𝑏 

= 𝑏2−1/ 12                                                     (A-2) 

 

𝐸𝑀𝑆𝐸(𝑏) =   𝑏2−(−2)[(𝑏+1)mod 2]/  12 

                                                                        (A-3) 
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